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Circular
Circular No.: NDML/POLICY /2020-0003 Date: October 09, 2020

Sub: Two-Factor Authentication (2FA) for enhanced log-in security

Attention of Intermediaries is invited to SEBI’s circular no. SEBI/HO/MIRSD/DOP/CIR/P/
2019/111 dated October 15, 2019 regarding Guidelines on Cyber Security & Cyber Resilience
framework for KYC Registration Agencies. (Copy enclosed as Annexure A).

NDML is pleased to inform that NDML KRA system has implemented various controls suggested
by these guidelines and cyber security is further enhanced. As suggested by this guideline, NDML
KRA has now developed facility for Two-Factor Authentication for log-in as well. This facility will
significantly enhance the security of user authentication and will be based not only on system
password but also supported by dynamic authentication code also.

The detail procedure of two factor authentication is given in enclosed Annexure B. This facility
is being made live from October 12, 2020. All participants are requested to take note of same
and co-operate in implementing the same in phased manner. In case of any difficulty please
contact below officials (Between 9.30 AM to 6.00 PM, Monday to Friday).

Name of Contact e-mail ID Mobile

Person Number

Siddhi Nadkar 7208409202

Priyanka Yadav 7400369886

Snehal Navale 9967534865
For and on behalf of

NSDL Database Management Limited

Vijay Gupta
Senior Vice President

Encl: a/a
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